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摘   要 







































    With the technological innovation and social advancement, technological 
revolution has rapidly changed the lifestyles of human beings and social 
development pattern. Information technology and information industry development 
has become the measure of a country's comprehensive national strength. The 17th 
congress of CPC puts forward a Chinese characteristic path of information 
construction, and information resources subsequently become an important part of 
social resources. However, because information resource is different from other 
resources, security problems of network information appear when we are blessed 
with the achievements brought by information technology, which have especially 
brought out threats to the network system concerned with the national security. How 
to guarantee the security and confidentiality of information has become China's  
tough problem during the process of e-government.  
    Considering the above issues and the requirements of one organization 
information network, this dissertation proposed a solution of a sub-regional, level 
protection network security defense system through the research of the rank 
protection and classification protection, with fully consideration of safety, cost and 
efficiency. The solution was designed with more complete security methods among 
the physical layer, network layer, system layer, application layer, security and data 
disaster recovery system based on rank protection. It further discussed the firewall, 
network intrusion prevention systems, virus filtering gateway protection systems, 
safety systems, centralized management, and gave the specific implementation of 
our company’s information network system. Not only can our solution prevent 
external attacks, but also defense internal attacks. Moreover, because of the 
management factor, the security of the entire system is greatly improved, thus greatly 
improve the performance and effectiveness of the system’s security defense. 
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